
We offer personalized service through our Merchant Client Support Center at 1-800-828-1629 
Monday - Friday 8:00 a.m. to 6:00 p.m. and Saturday 9:00 a.m. to 1:00 p.m. (CT).  

You can also visit us at commercebank.com

Merchant Client Support Center

Season’s Greetings

Commerce Bank offers TransArmor as a 
powerful security solution that protects 
payment card data throughout the entire 
transaction process.  The data is protected by 
two layers of security, known as encryption 
and tokenization. 

Encryption is the first layer of security as 
it protects the data moving through your 
systems prior to authorization. Tokenization 
is the second layer and it removes the card 
data from your environment by replacing the 
primary account number with a randomly 
generated data substitute, known as a token. 

Key Benefits
      •  Reduce card data vulnerability and
          merchant liability 
      •  Minimize PCI DSS compliance costs
      •  Increase IT resource efficiency 

In order to realize the full benefits of 
TransArmor, your business will need the 
appropriate point-of-sale (POS) solution.  
Contact Commerce Bank at 1-800-828-1629 
to find out if your POS solution will support 
TransArmor and receive recommendations in 
case your solution is not supported.
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Inside...

ROAMpay transforms mobile phones into 
secure point-of-sale terminals capable of 
processing major credit cards. ROAMpay is 
available on over 200 mobile phones and all 
major carriers.  Plus, ROAMpay can serve as 
a virtual terminal for your phone, as well as 
your PC or Mac. 

Also, for some phones you can use ROAMpay 
Swipe, a small mobile swipe attachment for 
your cell phone that allows you to swipe card 
transactions. 

Key Benefits
Connects through your device’s • 
audio input jack – no special adapters
Credit card information encrypted • 
when swiped 
Real-time authorization • 
Quick activation – 15-30 seconds to • 
load application to a phone

To begin taking advantage of these new 
products, contact Commerce Bank today at 
1-800-828-1629.

New products from Commerce Bank

Payment option turns 
cell phone into terminal

TransArmor gives clients 
powerful security solution

Businesses of all types are being targeted 
by new and advanced phone and email 
scams. Phishing is a common scam in 
which criminals send out unsolicited 
emails and faxes requesting financial 
information. Sometimes the fraudulent 
email looks like a letter asking the 
user to reply to the email and provide 
financial data.
  
As a reminder, Commerce Bank will 
never solicit personal or account infor-
mation via email.  So, be sure to always 
be diligent and aware of any communi-
cations regarding accounts, billing and 
financial information. 

What to look for and how to protect 
your business
      • If you receive a fax or email  
            requesting your account or 
            billing information, don’t reply 
            or click on any links within the        
            email.

     • Before you submit any 
           information through any web
           site, look for the “lock” icon
           on the browser’s status bar. This 
           icon ensures that your 
           information is secure during
           transmission.

 
 
 

•     If you are suspicious of an email 
      or fax from any business or   
      financial institution with which you 
      already do business, call and speak    
      with a representative personally.

•    If you realize that you may have
      shared critical financial data with an 
      unknown source, call your bank or        
      credit card company right away.

If you are suspicious of communica-
tions you’ve received, please contact 
the Commerce Bank Merchant Client 
Support Center at 800-828-1629.

Reminder: Merchants beware 
of phishing scams being used

Technology creates 
need for awareness

New produc
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Commerce Bank offers clients assistance 
in complying with PCI DSS

Data compromises continue to be a top 
concern for both merchants and their 
customers.  Properly securing your data 
is essential for your business and your 
customers.  While following the necessary 
steps to ensure a secure network may 
seem time-consuming, the potential 
consequences of not doing so can cause 
permanent damage to your business.

As your dedicated payment processor, 
Commerce Bank fully supports the Payment 
Card Industry Data Security Standards 
(PCI DSS) for helping merchants employ 
stringent standards for data security, the 
handling of this data and protecting the 
payment system. 

To better assist you in reaching full 
compliance, Commerce Bank has joined 
with Trustwave, a leading third-party data 
security assessor, to provide you with the 
tools to help you validate compliance and 
secure your business information.
To ensure you achieve compliance in 

a timely manner, please go to https://
pci.trustwave/com/commercebank and 
complete the Annual Self Assessment 
Questionnaire. The questionnaire will define 
how you process credit cards and from 
your answers you will receive instructions as 
to any further steps you need to take.

Please call the Merchant Client Support 
Center at 1-800-828-1629 if you need assis-
tance.

New IRS requirements

As a reminder, beginning in tax year 2011, 
the federal government is requiring all 
merchant acquirers, including Commerce 
Bank, to have its merchants possess a 
valid and correct taxpayer identification 
number (TIN) and tax filing name.  Those 
merchants with incorrect TIN and/or tax 
filing name will be subject to penalties by 
the federal government, as well as certain 
state governments.  

The federal government is requiring that 
acquirers withhold 28 percent of funds 
from individual merchant’s daily reportable 
transactions if: 

The merchant fails to provide the 1. 
TIN to Commerce Bank.

The IRS notifies Commerce Bank 2. 
that the TIN (when matched 

with the name) provided by the 
merchant payee is incorrect.

If you received a communication from 
Commerce Bank regarding Tax ID infor-
mation, please follow the steps provided 
in the communication or contact the 
Merchant Client Support Center at 
800-828-1629. 

Prepare for the holidays with gift cards
With the first half of the year coming to 
a close, there’s no better time to look at 
beginning preparations for the holiday 
season.  

Gift card programs have been proven to 
increase sales and loyalty, and they’re not 
just for gifts. Issuing cards in exchange for 
returned merchandise reduces the need for 
cash back and ensures your customers will 
spend the balance in your store. 

Follow these easy steps to set-up your Gift 
Card Program with Commerce Bank:

Contact a Commerce Bank 1. 
Payment Processing Consultant at 
1-800-828-1629.
Choose your card design, font size, 2. 
style and color, as well as your 
desired point-of-sale promotional 
materials.    
 

Start selling the Gift Card program 3. 
and begin to see your revenues 

Merchants must provide valid taxpayer ID information
Expiring terminals no longer supported
The payment processing technology 
available to merchants is changing rapidly.  
Consequently, Commerce Bank and its third 
party processing partner will no longer 
support certain existing terminals currently 
used by some merchants.  The terminals 
are mainly based on older technology that 
cannot adequately handle new application 
requirements and upgrades.  

The expiring terminals pictured at right and 
listed below can still process transactions 
at this time, however if the terminals break 
down, merchants will be required to replace 
the equipment.  

Expiring Terminals
Tranz Units – Tranz 330, 380 or • 
380x2

Omni 3200 Units• 

Celltrek Mobile Phone - required to • 
be removed from service

Nurit 2085                                • 

Recommended Replacements
Verifone Vx570 • 

Hypercom T4220• 

If you are currently using a terminal that is 
expiring and want to choose a replacement, 
please contact the Merchant Client Support 
Center at 1-800-828-1629.
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