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Beginning in early 2013, the major U.S. 
card companies (American Express®, 
Discover®, MasterCard® and Visa®) have 
been progressing toward an EMV (Europay, 
MasterCard and Visa)-based payments 
infrastructure, requiring that all U.S. acquirers 
and processors be able to process data 
included in chip transactions. EMV cards 
contain an embedded computer chip, 
providing increased protection against 
counterfeit and lost and stolen card fraud by 
validating the card and the cardholder. The 
chips are virtually impossible to duplicate 
and combined with stronger authentication 
methods, make card present counterfeit fraud 
a near impossibility.  

With U.S. credit card fraud jumping 7 percent 
from January 2011 to September 2012  and 
counterfeit fraud increasing 14 percent (FICO, 
Oct 10, 2013), there is immense opportunity 
for the EMV chip cards to step in to the U.S. to 

help reduce the ever-growing problem of 
credit card fraud. While the transition to 
EMV in the U.S. is imminent, the counterfeit 
liability shift date is still set for for October 
2015. To clarify, the liability shift means 
that if your business accepts payment from 
a counterfeit card (or in some cases lost or 
stolen cards) at a non-EMV capable POS 
terminal, the loss liability will most likely  
shift to you, the merchant.

U.S. Payments Industry Continues EMV Efforts

What’s Inside...

Merchant Client Support Center
The Merchant Support Center is available toll-free for personalized customer service during 
business hours, with trained, in-house Commerce Bank representatives ready to help with 
your day-to-day needs.  

 Merchant Support Center  1.800.828.1629
 Monday – Friday    7:00 a.m. to 6:00 p.m. CT 
 You can also visit us at commercebank.com/MerchantServices
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Introducing Global Gateway e4
The start of a new year is an excellent time to 
reexamine old practices and evolving business 
needs, specifically how you process payments 
over the internet.  Regardless if you can benefit 
from our Real-Time Payment Manager (RPM), 
add payments to your website with Hosted 
Checkout, or fully integrate payments onto your 
website with a Web Service API, Commerce 
Bank streamlines Internet payments with our 
suite of Global Gateway e4 (GGe4) solutions.  
New and existing merchants of all sizes 
can enjoy the advantage of accepting and 
processing secure Internet payments through 
flexible and simple integration and set-up 
options.

GGe4 Advantages  
GGe4 recently integrated enhancements, 

including recurring payments, multiple
currency and language support for global
e-payments, and mobile optimization. But  
there is more! Business-to-business (b2b) 
merchants can now take advantage of Level III 
functionality and receive reduced interchange 
rates for their purchasing card transactions.  
GGe4 merchants will also ensure they acquire 
funds more timely through GGe4’s new 
settlement multi-cuts capability.Merchants 
utilizing any one of the three interface options   
benefit from these new enhancements.

For more information about GGe4 and other 
products and services for your business, 
please contact your Commerce Bank Merchant 
Services Account Manager or call the Merchant 
Support Center at 800-828-1629.

Spotlight

commercebank.com / 800.828.1629

Friends bring rewards. So be a friend and refer fellow business owners to Commerce Bank 
Merchant Services – we will reward you with up to $500! 

Your friends will thank you when they experience the same convenience and commitment to 
service that you receive from Commerce Bank.   

•  Easy Payment Acceptance Anytime, Anywhere
•  Dedicated In-House Customer Service and Technical Support
•  Next Business Day Funding
•  Advanced Fraud Security
•  99.9% System Uptime 

For more information on how you can earn $100 for referring 
business friends to Commerce Bank Merchant Services, up to 
$500 total. Go to www.commercebank.com/ReferralRewards.
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As part of your post-holiday recovery,  
make a New Year’s resolution to submit the 
annual self-assessment questionnaire  
(SAQ) on time and maintain Payment Card        
Industry Data Security Standards (PCI DSS)
compliance. Doing so will also prevent                 
your business from having to pay a monthly 
non-compliance fee of $19.95.
Following the steps on the checklist below            
will help streamline this process and to 
achieve the required annual certification. 

1.  Remember, your SAQ anniversary date
     is based on completion of your last SAQ.
     90 days prior to your certification expiring,     
     you will receive an email from Trustwave 
     alerting you that it is time to recertify.
      
2. To ensure you receive Trustwave emails, 
     log in to your TrustKeeper account –
     https://login.trustwave.com and update 
     your account with your most current email 
     address. Make sure Trustwave is on your 
     email system’s approved senders list.

3.  Review the “PCI Self-assessment” section
      on your dashboard.

 4. Click “Start” to restart your SAQ. (Or,     
      if  have started a new assessment, click                   
     “Continue” to complete).

5. Once you have updated your PCI Self-
     Assessment, your PCI Certification Status 
     on your dashboard will indicate that you 
     have renewed your SAQ for another year.

Commerce Bank’s dedicated in-house PCI
Business Analyst can help you with
understanding, awareness and progressing                   
toward PCI compliance. If you have any       
questions about PCI DSS or obtaining a 
compliant status, contact the CommerceBank 
Merchant Support Center at  1-800-828-1629.    

Ongoing discussion points among the 
U.S. payments industry or EMV include: 
education on EMV technology and  
implementation choices, strategy for 
card issuance and merchant acceptance, 
infrastructure and implementation. Card 
issuers are faced with decisions about 
issuing contact-only or dual  
contact/contactless technology (chip and 
signature vs. chip and PIN vs. contactless  
integrated POS) and phasing and issuance 

of  EMV-enabled  cards. Commerce Bank  
encourages  merchants to weigh the risks and   
benefits of deferring hardware upgrades,    
considering the cost of upgrading terminals, 
to determine when to make the switch. 
  
For questions about EMV and terminal 
s0lutions, contact your Merchant Services 
Account Manager or the  Merchant Support 
Center at 800-828-1629.      

(Con’t from page 1)

Visit us at www.commercebank.com/MerchantServices

Fine Tune Return Policies and 
Minimize  Post-Holiday Blues
- for customers and you

Common sense dictates that building 
customer loyalty takes more than a smile; 
quick, streamlined and friendly problem 
solving should become a “best practice” for 
your business. And of course...how you handle 
holiday exchanges and returns is a significant 
part of these best practices. The following tips 
can guide you through the uncomfortable but 
common problem of the customer return:

Exchanges & Returns
In stores, ensure all exchange and return 
policies are visible at point of  sale, on 
receipts, on order forms, invoices and 
contracts. Train staff to tell customers  
about the policy at  checkout. Incorporate  
messaging into your online order process.

•  In exchange for cash and check  
    transactions, provide gift cards to refunds 
    as in-store credit. Remember, you save 
    the sale.

•  Always issue credits back to the same 
    card the transaction was processed on. 
    Card companies do not permit cash or 
    check refunds on card transactions.

Reduce Chargebacks
•   List exact products and price, including 
     additional charges, shipping and tax for 
     online or mail/telephone orders.  

•   Produce manual imprint of card for 
     magnetic stripe failure (or obtain CVC2/
     CVV2).

•   For online orders, include transaction 
     agreement terms above the “click-to-agree”.

•   Inform customers what name they can 
     expect to appear on their statements 
    (especially if a third-party processor).

•  Reply to all chargebacks in detail. Include 
    each item on a separate document; print 
    copies of all supporting documents.

•  Maintain a professional response -always 
    put remarks in a cover letter and emphasize 
    pertinent information, instead of marking 
    informal notes on supporting documents.

If you have any questions regarding these 
best practices, please contact the Merchant 
Support Center at 1-800-828-1629. 

Annual Compliance Questionnaire 

Best Practices

FYI on PCI
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